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1 System Overview

1.1 General Description

The ADSL router is a high-speed ADSL2+ Ethernet router that is specifically designed to connect to
the Internet and to directly connect to your local area network (LAN) via high-speed 10/100 Mbps
Ethernet. The ADSL2+ modem is compatible with the latest ADSL standards, including ADSL2 and
ADSL2+, and supports up to 24 Mbps downstream and 1.5 Mbps upstream to deliver true
broadband speed and throughput.

To ensure fully compatibility, the DSL device was tested with all major DSLAMs, and support
standard 10/100 Mbps Base-T Ethernet interface allowing user easily to link to PC or other
Switches/Hubs. The DSL device is an idea solution for multi-users utilizing build-in channel mode
(PPPoE/A, IPoA, IPoE), IP routing, NAT functionalities sharing the ADSL link. The DSL device is
also a perfect solution for the residential users, it supports the users with bridge mode in host based
PPPoE Client.

1.2 Specifications
1.2.1 ADSL Standard

ITU-T G.992.1 (G.dmt)

ANSI T1.413 Issue 2

G.992.2 (G.lite)

G.994.1 (G.hs)
Auto-negotiating rate adaptation
ADSL2 G.dmt.bis (G.992.3)
ADSL2 G.lite.bis (G.992.4)
ADSL2+ (G.992.5)

1.2.2 Software Features

® RFC-1483/2684 LLC/VC-Mux bridged/routed mode
® RFC-1577 Classical IP over ATM
® RFC-2516 PPPoE
® RFC-2364 PPPoA
® |TU-T 1.610 F4/F5 OAM send and receive loop-back
® 802.1d Spanning-Tree Protocol
® DHCP Client/Server/Relay
® NAT
(c) ACORP 2008 Revision 2.0
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RIP v1/v2

DNS Relay Agent

DMZ support

IGMP Proxy/Snooping

Stateful Packet Inspection

Protection against Denial of Service attacks
IP Packet Filtering

QoS

Dynamic DNS

UPNP support

1.2.3 Management

Web-based Configuration

Menu-driven Command-line Interpreter

Telnet Remote Management

SNMP v1/v2/Trap

Firmware upgrade through FTP, TFTP and HTTP
Configuration backup/restore

Diagnostic Tool

2 Hardware Installation

2.1 Hardware Requirements

® 12V/1A AC power adaptor
® RJ-45 Ethernet cable
® RJ-11 ADSL line

2.2 Hardware Setup Procedures

1. Connect RJ-11 line from LAN110/LAN410H5200 to DSLAM.
2. Connect RJ-45 line from your PC to LAN110/LAN410 Ethernet port.
3. Connect the 12V/1A AC power.

(c) ACORP 2008 Revision 2.0
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2.3 Descriptions of LEDs and Interfaces
2.3.1 Front Panel

® |LAN110 1port ADSL Router

Power ADSL Internet LAN
@) @) @) @)

LED Color Status Descriptions

OFF Power OFF

Power Green
GREEN Power ON
OFF Can not find DSLAM

ADSL Green BLINK Start to handshaking with DSLAM
ON Sync OK with DSLAM
OFF PPP failed

Internet Green BLINK Internet data transiting
ON PPP passed and allow internet surfing
OFF No LAN link

LAN Green
ON LAN link established and active

® LAN410 4ports ADSL Router

LAN
Power ADSL Internet

1 2 3 4
©c O O O O O O

LED Color Status Descriptions
OFF Power OFF
GREEN [Power ON
OFF Can not find DSLAM
ADSL Green BLINK [Start to handshaking with DSLAM
ON Sync OK with DSLAM
OFF  |PPP failed

POWER Green

Internet Green BLINK [Internet data transiting

ON PPP passed and allow internet surfing
OFF  [No LAN link

LAN1 - LAN4| Green BLINK [LAN Data transiting

ON LAN link established and active

(c) ACORP 2008 Revision 2.0
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2.3.2 Rear Panel

® |LAN110 1 port ADSL Router

@) O O

RESET POWER ON/OFF

Items Usage

Resets to factory defaults. To restore factory defaults, keep the device powered
RESET on and push a paper clip into the hole. Press down the button over 5 seconds and

then release

POWER Power connector

ON/OFF Power on and off
LAN Ethernet RJ-45 port
LINE DSL RJ-11 port

® | AN410 4 ports ADSL Router

| 1o [9] o

RESET POWER ON/OFF

Items Usage

Resets to factory defaults. To restore factory defaults, keep the device powered
RESET on and push a paper clip into the hole. Press down the button over 5 seconds and

then release

POWER Power connector

ON/OFF Power on and off

LAN Ethernet RJ-45 port
LINE DSL RJ-11 port
(c) ACORP 2008 Revision 2.0
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3 Software Configuration

The DSL device is an ADSL2+ router. When you power on the device, the system will boot
up and connect to ADSL automatically. The system provides a PVC for bridge test by
default. The default configurations for the system are listed below.

® |AN IP address: 192.168.1.1, NetMask: 255.255.255.0

® \/PI/VCI for ATM: 0/0.

® ADSL Line mode: Auto-detect.

User can change settings via WEB browser. The following sections describe the set up
procedures.
Please set your PC’s Ethernet port as follow:

® |P address: 192.168.1.XXX

® NetMask: 255.255.255.0

Access the Web Console:
® Start your web browser.
® Type the Ethernet IP address of the modem/router on the address bar of the
browser. Default IP address is 192.168.1.1.
® The Enter Network Password dialog box appears. Type the user name and
password and then click OK. (the default user name is “Admin” and password is
“Admin”)
Once you have connected to ADSL2+ router. You will see the status page.

r fcj;:gp *  ADSL Router

e oot ADSL Router Status
[0
Jran
Iyt Thiz page showe tha cumrent status ard some ba i saitings of e devios
1 Zevices
edence yateen
—IDagriratic T Ecoip SprinterMADEL LANLLD
—Edmin L iR M
—Stahiatics Firmware ¥ession 104 A).AT032008
DSP Warsinn £815
Mame Servers

Dilasl Gatermey

Ogeiwatinnal Seabed ACTIGETING. [

Upstreain Sy Okbps

Diotanstreain Sl O kbps

LAk combgeation |
I Address 10,1851,

Sudidedt Mgk b o o

DOHCE S Enaiad

MR Address nen S el -

WA Conlegueatio

_.“l:I_ i LLC  Erl483 dowry
| P.ﬂ'r:h'
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This page displays the ADSL modem/router’s current status and settings. Click the
“‘Refresh” button to update the status

Function buttons in this page:
Refresh
Update the status of this page

3.1 LAN Configuration

This page shows the current setting of LAN interface. You can set IP address and subnet
mask for LAN interface in this page.

fc:)ap ADSL Router
*5“31 il LAN Interface Setup
_'| LAR
AN This page is used to configure the LAMN interface of your ADSL Router. Hare
B [ you may change the setting for IP addresss, subneat mask, etc..

JAdvance

;lﬂiﬂgnnsllc Interface MName: (al31]
L1 Admin 1P Address: sr1esld
I Statistics et Masks 5% A0E AEE

[ ey Clangss | (Do

Fields in this page:

Field Description
IP Address The IP address your LAN hosts use to identify the device’s LAN port.
Subnet Mask LAN subnet mask.

Function buttons in this page:

Apply Changes
Click to save the setting to the configuration. New parameters will take effect after save
into flash memory and reboot the system. See section “Admin” for save details.

Undo
Discard your changes.

(c) ACORP 2008 Revision 2.0
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3.2 WAN Configuration

There are three sub-menu for WAN configuration: [Channel Config], [ATM Settings], and
[ADSL Settings].

3.21 Channel Configuration

ADSL modem/router comes with 8 ATM Permanent Virtual Channels (PVCs) at the most.
There are mainly three operations for each of the PVC channels: add, delete and modify.
And there are several channel modes to be selected for each PVC channel. For each of the
channel modes, the setting is quite different accordingly. Please reference to the section —
Channel Mode Configuration for details.

o — =] ADSL Router
vl Sl COMGENS z i
) Gt WAN Co nfrguratmn
LA
—AAAN Tres page k5 usaed to conhgues the parameters for the dharnel oparabon
Jﬂﬁml (e mades of yoir 05 Modem,Poutber
_JATH Settings
; _|ADEL Eathings EChannel Mode: | 1885 Bridgsd Admin States: (S Enable O Disabla
L]
—d Adewncn VPl 0 Enable NAPT:
_:,!Eiiﬁi-‘hc WER 0
—d insdrmin
CISHaeticE Empapsulation: Lic O
PRF Setilngs: User Mamss:
Paiaveord:
Typa:
Ll Tini [ j
WAN 1P Settings: Type: Fromd 10 CHHC P
Local 1P Address:
Remole [P fddress:
Lubnet Mask:
Uinnumbered
Default Reuts: idable - Enabls
() [ |
Current ATM W Tahle:
Suluit Tok: " Miode | WOT WCE 1P Addr | [T iar Neme | DRsute St Adsons
O) well bridid 5 35 T
[ Dol Seieomd "|
[l Enable Avte-PYC Search |*’-I_'I_1‘|
YRI: L
Ve o
Current Aubn-PVC Tahle:
[ S S - —
(c) ACORP 2008 Revision 2.0
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Function buttons in this page:

Add
Click Add to complete the channel setup and add this PVC channel into configuration.
Modify
Select an existing PVC channel by clicking the radio button at the Select column of the
Current ATM VC Table before we can modify the PVC channel. After selecting a PVC
channel, we can modify the channel configuration at this page. Click Modify to
complete the channel modification and apply to the configuration.
Delete Selected
Select an existing PVC channel to be deleted by clicking the radio button at the Select
column of the Current ATM VC Table. Click Delete Selected to delete this PVC
channel from configuration.

Auto PVC Search
The overall operation of the auto-sensing PVC feature relies on end-to-end OAM
pings or packet discovery to defined PVCs. There are two kinds of PVCs: customer
default PVCs which are defined by the OEM/ISP and the backup PVCs. The backup
list of PVCs is of the following VPI/N/CI: 0/35, 8/35, 0/43, 0/51, 0/59, 8/43, 8/51, and
8/569. We can add/delete VPI/VCI into the backup list. By clicking “Apply” button, the
auto-search mechanism can be enabled.

During connection establishment, the PVC module will first search the first customer
default PVC. If the first default PVC is found, the PVC module will stop this search. If
not found, the backup PVC list is used. If a PVC is found, the PVC module will update
the particular PVC as the first default PVC. If no PVC is found again, the module will
let the end-user know that no available VCC was found.

With the connection established, the PVC is stored in flash as the connection default
PVC. Therefore upon reboot, this PVC is automatically chosen as the PVC for that
connection.

c) ACORP 2008 Revision 2.0
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3.2.2 ATM Setting

The page is for ATM PVC QoS parameters setting. The DSL device support 4 QoS
mode —CBR/rt-VBR/nrt-VBR/UBR.

r 7{’03;1;: ADSL Router

==Site contents: ke H

Site or ATM Settings

AN

AN This page 15 used to configure the parameters for the AT of your ADSL
Router. Here you may change the saetting for VPL, WCI, QoS ekt ...
_] Channel Canfig
_| AT Settings
] ADSL Settings

_1Senices 0os: UBR w

Ul Advance ] ]

'-_:-Injﬂgnﬁﬁliﬁ VPI: | vCl:

JAdmin PCR: COVT:

I Statestics

SCR: MBS:

[ ApelyChanges | [Undo]

Current ATM ¥C Tahle:

O 5 as UBR 6000 (] -

Fields in this page:

Field Description

VPI Virtual Path Identifier. This is read-only field and is selected on the Select column in
the Current ATM VC Table.

VCI Virtual Channel Identifier. This is read-only field and is selected on the Select
column in the Current ATM VC Table. The VCI, together with VPI, is used to identify
the next destination of a cell as it passes through to the ATM switch.

(c) ACORP 2008 Revision 2.0
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QoS Quality of Server, a characteristic of data transmission that measures how accurately
and how quickly a message or data is transferred from a source host to a destination
host over a network. The four QoS options are:
- UBR (Unspecified Bit Rate): When UBR is selected, the SCR and
MBS fields are disabled.
- CBR (Constant Bit Rate): When CBR is selected, the SCR and MBS
fields are disabled.
- nrt-VBR (non-real-time Variable Bit Rate): When nrt-VBR is
selected, the SCR and MBS fields are enabled.
- rt-VBR (real-time Variable Bit Rate): When rt-VBR is selected, the
SCR and MBS fields are enabled.

PCR Peak Cell Rate, measured in cells/sec., is the cell rate which the source may never
exceed.
SCR Sustained Cell Rate, measured in cells/sec., is the average cell rate over the

duration of the connection.

MBS Maximum Burst Size, a traffic parameter that specifies the maximum number of cells

that can be transmitted at the peak cell rate.

Function buttons in this page:
Apply Changes
Set new PVC OoS mode for the selected PVC. New parameters will take effect after
save into flash memory and reboot the system. See section “Admin” for save details.
Undo
Discard your settings.

(c) ACORP 2008 Revision 2.0
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The ADSL setting page allows you to select any combination of DSL training modes.

V' Aoore

I ADSL Router

k=Site contents

Y Sarie ADSL Settings
AN
AN Ads] Settings.
_1 Channel Config
_JATM Settings ADSL modulation: Ooelite Feéome FT1413
] ADSL Settings
_1Senices Fleapsie [Flapsiz+
ClAdvance ClannesL
_IDiagnostic .
(Y Admin CJannexm
I Statistics ADSL Capability: [“]pitewap Enable [¥] SRa Enable
ADSL Tone: Tone Mask |
[ Apply Changes
Fields in this page:
Field Description

ADSL modulation

Choose prefered xdsl standard protocols.
Glite : G.992.2
G.dmt : G.992.1
T1.413:T1.413 issue #2
ADSL2: G.992.3
ADSL2+:G.992.5
Annex L : Enable ADSL2/ADSL2+ Annex L capability
Annex M : Enable/Disable ADSL2/ADSL2+ Annex M capability

ADSL Capability

“Bitswap Enable” : Enable/Disable bitswap capability.
“SRA Enable” : Enable/Disable SRA (seamless rate adaptation) capability.

Function buttons in this page:

Tone Mask

Choose tones to be masked. Masked tones will not carry any data.

Apply Changes

Click to save the setting to the configuration and the modem will be retrained.

(c) ACORP 2008
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3.3 Services Configuration

3.3.1 DHCP Settings

You can configure your network and DSL device to use the Dynamic Host Configuration
Protocol (DHCP). This page provides DHCP instructions for implementing it on your
network by selecting the role of DHCP protocol that this device wants to play. There are two
different DHCP roles that this device can act as: DHCP Server and DHCP Relay.

r fcgap“ ! ADSL Router

= Site contents: =
_____ ) atatus DHCP Settings
----- CILAN
AR This page be used to configure DHCP Server and DHCP Relay.
- Senices

DHCP Mode: O Mone (O DHCP Relay & DHCP Server

DHCP Server

Enahble the DHCP Server if you are using this device as a DHCP server, This
page lists thelP address pools available to hosts on your LAN, The device
AR distributes numbers in thepool to hosts on your network as they request

. . Internet access,
-] Diagnostic
<1 Admin
-] Statistics

LAM IP Address: 192.162.1.1
Subnet Mask: 255.255.255.0

IP Pool Range: 192.168.1.2 _ (1 Show Client

Max Lease Time: 8400 seconds (-1 = infinite lease)
Domain Name: deornain. name

Gateway Address: 152.168.1.1

[ Apply Changes ] [ MAC-Base Assignroent

3.3.1.1 DHCP Server Configuration

By default, the device is configured as a DHCP server, with a predefined IP address pool of
192.168.1.2 through 192.168.1.100 (subnet mask 255.255.255.0).

Fields in this page:

Field Description

IP Pool Range Specify the lowest and highest addresses in the pool.

Max Lease Time The Lease Time is the amount of time that a network user is allowed to maintain a
network connection to the device using the current dynamic IP address. At the end

c) ACORP 2008 Revision 2.0
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of the Lease Time, the lease is either renewed or a new IP is issued by the DHCP
server. The amount of time is in units of seconds. The default value is 86400

seconds (1 day). The value —1 stands for the infinite lease.

Domain Name A user-friendly name that refers to the group of hosts (subnet) that will be assigned

addresses from this pool.

Function buttons in this page:
Apply Changes
Set new DHCP server configuration. New parameters will take effect after save into

flash memory and reboot the system. See section “Admin” for save details.
Undo

Discard your changes.

3.3.1.2 DHCP Relay Configuration

Some ISPs perform the DHCP relay function for their customers’ home/small office network.
In this case, you can configure this device to act as a DHCP relay agent. When a host on
your network requests Internet access, the device contacts your ISP to obtain the IP
configuration, and then forward that information to the host. You should set the DHCP
mode after you configure the DHCP relay.

fC‘_')RP ADSL Router

=e -
g orlet DHCP Settings
j LAN
CIWAN This page be used to configure DHCP Server and DHCP Relay.
' Semvices
_] DHCP Settings DHCP Mode: O None @ DHCP Relay O DHCP Server
CIDNS
__I Firewall
_J IGMP Proxy DHCP Relay Configuration
J UPnP This page is used ta configure the DHCP server ip addresses for DHCP Relay,
=
(I Advance .
C)Diagnostic DHCP Server Address: 17219314
—J Admin
Sistaisics
(c) ACORP 2008 Revision 2.0

Page 16 of 58



Fields in this page:

ADSL Router
User’s Manual

Field

Description

DHCP Server Address

Specify the IP address of your ISP’s DHCP server. Requests for IP information from your LAN

will be passed to the default gateway, which should route the request appropriately.

Apply Changes

Click here to save the setting to the configuration

3.3.2 DNS Configuration

There are two submenus for the DNS Configuration: [DNS Server] and [Dynamic DNS]

3.3.21

DNS Server

This page is used to select the way to obtain the |IP addresses of the DNS servers.

I feore

= Site contents.

[ s1atus

L LaN

—IWAN

ASenices
|_] DHCF Settings
—ADNS

_]DNS Server

: _1 Dynamic DNS
1 Firaweall
L IEMP Proxy
LupnP
IRIP

1 Advance

Ul Diagnastic

1 Admin

1 Statistics

Fields in this page:

N ADSL Router
DNS Configuration

This page is used to configure the DNS server ip addresses for DNS Relay,

(=) attain DNS Automatically
) Set DNS Manually

DS 1:

DNS 2:

DMS 3:

| Apsly Changes || Feser Selected ]

Field

Description

Attain DNS

Automatically

Select this item if you want to use the DNS servers obtained by the WAN interface

via the auto-configuration mechanism.

Set DNS Manually

Select this item to configure up to three DNS IP addresses.

(c) ACORP 2008
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Page 17 of 58




ADSL Router
User’s Manual

Function buttons in this page:

Apply Changes
Set new DNS relay configuration. New parameters will take effect after save into flash
memory and reboot the system. See section “Admin” for save details.

Undo
Discard your changes.

3.3.2.2 Dynamic DNS

Each time your device connects to the Internet, your ISP assigns a different IP address to
your device. In order for you or other users to access your device from the WAN-side, you
need to manually track the IP that is currently used. The Dynamic DNS feature allows you
to register your device with a DNS server and access your device each time using the same
host name. The Dynamic DNS page allows you to enable/disable the Dynamic DNS feature.

r fc‘_‘)ap‘* ADSL Router

e T : = = = P
P Dynamic DNS Configuration
: C]Status
~Lan
AN This page is used to configure the Dynamic DMNS address from DynDNS.org ar
= : TZ0. Here you can Add/Remove to configure Dynamic DNS,
~idSenices
Enable:
DDNS provider: DS’n.DNSOIg v
e Hostname: :
=[] IGMP Proxy
~[Jupnp .
DynDns Settings:
- “ORP x g
“ ] Advance Username:
i_"l Diagmstic Password:
L1 Admin
[ Statistics
TZ0O Settings:
Email:
Key:
Dynamic DDNS Table:
Select state | Hostname | Username | Service :
W
(c) ACORP 2008 Revision 2.0
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On the Dynamic DNS page, configure the following fields:

Field Description
Enable Check this item to enable this registration account for the DNS server.
DDNS provider There are two DDNS providers to be selected in order to register your device with:

DynDNS and TZO. A charge may occurs depends on the service you select.

Hostname Domain name to be registered with the DDNS server.
Username User-name assigned by the DDNS service provider.
Password Password assigned by the DDNS service provider.

Function buttons in this page:
Add
Add this registration into the configuration.
Remove
Remove the selected registration from the Dynamic DNS Table.

(c) ACORP 2008 Revision 2.0
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3.3.3 Firewall Configuration

Firewall contains several features that are used to deny or allow traffic from passing
through the device.

3.3.3.1 |P/Port Filtering

The IP/Port filtering feature allows you to deny/allow specific services or applications in the
forwarding path.

r fCDRPﬁ' . ADSL Router
f%te contents: IP/ Port Filtering ¥

Entries in this table are used to restrict certain types of data packets through
the Gateway. Use of such filters can be helpful in securing or restricting your
local netwaork,

Outgoing Default Action COoeny @ allow
Incoming Default Action @ oeny O allow

L) MAC Filtering

[ Port Forwarding

_]URL Blacking Direction: [ Outgoing v | Protocol: [TCP v

{1 Domain Blacking S -

ﬁ Parental Control Source Destination

oMz I =

L1 IGMP Praxy IP Address: I | IP Address: | |

Subnet Mask: I_____ _] Subnet Mask: | ]
Port: [ s ] Port: [ ]

Rule Action & Deny O Allow
13 Statistics

Current Filter Table:

Fields on the first setting block:
Field Description
Outgoing Default Action Specify the default action on the LAN to WAN forwarding path.
Incoming Default Action Specify the default action on the WAN to LAN forwarding path.
Function button for this first setting block:
Apply Changes
Click to save the setting of default actions to the configuration.
(c) ACORP 2008 Revision 2.0
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Fields on the second setting block:

Field Description

Rule Action Deny or allow traffic when matching this rule.
Direction Traffic forwarding direction.

Protocol There are 3 options available: TCP, UDP and ICMP.

(Source) IP Address

The source IP address assigned to the traffic on which filtering is applied.

(Source) Subnet Mask

Subnet-mask of the source IP.

(Source) Port

Starting and ending source port numbers.

(Destination) IP Address

The destination IP address assigned to the traffic on which filtering is applied.

(Destination) Subnet Mask

Subnet-mask of the destination IP.

(Destination) Port

Starting and ending destination port numbers.

Function buttons for this second setting block:

Add

Click to save the rule entry to the configuration.

Function buttons for the Current Filter Table:

Delete Selected

Delete selected filtering rules from the filter table. You can click the checkbox at the
Select column to select the filtering rule.

Delete All

Delete all filtering rules from the filter table.

3.3.3.2 MAC Filtering

The MAC filtering feature allows you to define rules to allow or deny frames through the
device based on source MAC address, destination MAC address, and traffic direction.

(c) ACORP 2008
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' Acome

= Site contents;

----- D Status

----- [ Lan

AN

A Semices

----- [ DHCP Settings
D OMS

i
ing
----- []URL Blocking

----- [ Domain Blocking
---- D Parental Control
..... D D7

----- L1 IGMP Proxy

----- _lUPnP

-] Advance
-1 Diagnostic
- Admin
-] Statistics

N ADSL Router
MAC Filtering

Entries in this table are used to restrict certain types of data packets from your
local network to Internet through the Gateway, Use of such filkers can be
helpful in securing or restricking your local netwaork,

Outgoing Default Action O Deny @ allow

Incoming Default Action ODeny @ allow
Apply Changes

Direction: Outgoing +

Source MAC Address: I:I
Destination MAC Address: I:I

Rule Action ® Deny O allow

Current Filter Table:

Fields on the first setting block:

Field

Description

Outgoing Default Action

Specify the default action on the LAN to WAN bridging/forwarding path.

Incoming Default Action

Specify the default action on the WAN to LAN bridging/forwarding path.

Function button for this first setting block:

Apply Changes

Click to save the setting of default actions to the configuration.

Fields on the second setting block:

Field Description
Rule Action Deny or allow traffic when matching this rule.
Direction Traffic bridging/forwarding direction.

Source MAC Address

he source MAC address. It must be xxxxxxxxxxxx format. Blanks can be used in

the MAC address space and are considered as don’t care.

Destination MAC Address

The destination MAC address. It must be xxxxxxxxxxxx format. Blanks can be

used in the MAC address space and are considered as don’t care.
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Function buttons for this second setting block:
Add
Click to save the rule entry to the configuration.

Function buttons for the Current Filter Table:

Delete Selected
Delete selected filtering rules from the filter table. You can click the checkbox at the
Select column to select the filtering rule.

Delete All
Delete all filtering rules from the filter table.

3.3.3.3 Port Forwarding

Firewall keeps unwanted traffic from the Internet away from your LAN computers. Add a
Port Forwarding entry will create a tunnel through your firewall so that the computers on the
Internet can communicate to one of the computers on your LAN on a single port.

r fc‘_‘)ap: ADSL Router

=] -
_____ 28 contents Port Forwarding
..... D LARN o h% i .
AN Entries in this table allow you to automatically redirect common network
’ services to a specific machine behind the NAT firewall, These settings are only
i Serices necessary if you wish to host some sort of server like a weh server or mail
----- D DHCF Settings server on the private local network behind vour Gateway's NAT firewall.
D OMS
T Firewall Port Forwading: ® Disable O Enable
----- D IP/Paort Fllterln
. Apply Changss
----- LIURL Ellnc:klng Enable
----- [ Domain Blocking Protocol: Comment:
""" % E:Ental Cortrol Remote IP Address: Public Port: -
_____ D IGMP Proxy Local IP Address: Local Port: -
----- % E:‘;nl:' Interface:
-] Advance
-1 Diagnostic
O Adrmin Current Port Forwarding Table:

e e o o i
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Field

Description

Port Forwarding

Enable / Disable the port-forwarding feature.

Protocol

There are 3 options available: TCP, UDP and Both.

Enable

Check this item to enable this entry.

Remote IP Address

The source IP address from which the incoming traffic is allowed. Leave blank

for all.

Public Port

The destination port number that is made open for this application on the
WAN-side

Local IP Address

IP address of your local server that will be accessed by Internet.

Local Port The destination port number that is made open for this application on the
LAN-side.
Interface Select the WAN interface on which the port-forwarding rule is to be applied.

Function buttons for the setting block:

Add

Click to save the rule entry to the configuration.

Function buttons for the Current Port Forwarding Table:

Delete Selected

Delete the selected port forwarding rules from the forwarding table. You can click the
checkbox at the Select column to select the forwarding rule.

Delete All

Delete all forwarding rules from the forwarding table.

3.3.3.4 DMz

A DMZ (Demilitarized Zone) allows a single computer on your LAN to expose ALL of its
ports to the Internet. Enter the IP address of that computer as a DMZ (Demilitarized Zone)
host with unrestricted Internet access. When doing this, the DMZ host is no longer behind

the firewall.
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r 7?[33;1,‘1 ADSL Router

= Site contents
__'I Status Dr}!}z
CIWAN A Demilitarized Zone is used to provide Internet servicas without sacrificng
unauthorized access to its local pavate netwark, Typically, the DMZ host
ASemces containg devices accessible to Internat traffic, such as Web (HTTP ) carvers,
IDHCP Settings FTP sarvers, SMTP (e-mail) servers and DNS servers,
C1DNS P -
‘AFirewall DMZ Host: ®pisable  OEnable
_]IPiPort Filtering DMZ Host 1P Address:
_] MAC Fittering

3 Por Forwarding

_JURL Blocking
_] Domain Blocking
__'I Parental Control
Opvz
_)IGMP Proxy
_JupPnp
RIP

“larhancs

Fields in this page:

Field Description

DMZ HOST Enable / Disable the DMZ feature.

DMZ Host IP Address |IP address of the local host. This feature sets a local host to be exposed to the

Internet.

Function buttons in this page:
Apply Changes
Click to save the setting to the configuration.

3.3.3.5 URL Blocking

The URL Blocking is the web filtering solution. The firewall includes the ability to block
access to specific web URLs based on string matches. This can allow large numbers of
URLSs to be blocked by specifying only a FQDN (such as tw.yahoo.com). The URL Blocking
enforce a Web usage policy to control content downloaded from, and uploaded to, the Web.

c) ACORP 2008 Revision 2.0
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= Site contents
j Slatus
AN
CIwanN
ASenices
_1 DHCP Settings
_UIDNS
‘AFirewall
_]IP/Port Filtering
_1MAC Fittering
_1Port Forwarding
_1URL Blocking
.1 Domain Blocking
_] Parental Control
DMz
_]I1GMP Proxy
L1UPaP
TRIP
) Advanice
_:]Diagnuslic
C1Admin
{CIS1atistics

Fields in this page:

ADSL Router
URL Blocking Configuration

Thif.page is used to configure the Blocked FQDM{Such as tw.yahoo.com) and
filteked keyword. Here you can add/delete FODN and filtered keyword.

URL Blocking: (= Disable ) Enable
Apply Changes
FQDN:

URL Blocking Table:
TEelect — RGN

Keywaord: @]

Keywaord Filtering Table:

Field

Description

URL Blocking Enable / Disable the URL Blocking feature.

FQDN A fully qualified domain name (or FQDN) is an unambiguous domain name that
specifies the node's position in the DNS tree hierarchy absolutely, such as
tw.yahoo.com. The FQDN will be blocked to access.

Keyword The filtered keyword such as yahoo. If the URL includes this keyword, the URL will

be blocked to access.

Function buttons in this page:

Apply Changes

Click to disable/enable the URL Blocking capability

Add (FQDN)

Add FQDN into URL Blocking table.

Delete Selected (FQDN)
Delete the selected FQDN from the URL Blocking table. You can click the checkbox at
the Select column to select the Blocked FQDN.

Delete All (FQDN)
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Delete all selected FQDN from the URL Blocking table.
Add (Keyword)
Add filtered keyword into Keyword Filtering table.
Delete Selected (Keyword)
Delete the selected keyword from the keyword Filtering table. You can click the
checkbox at the Select column to select the filtered keyword.
Delete All (Keyword)
Delete all selected keyword from the keyword Filtering table.

3.3.3.6 Domain blocking

The firewall includes the ability to block access to specific domain based on string matches.
For example, if the URL of Taiwan Yahoo web site is “tw.yahoo.com” and you enter
“yahoo.com”, the firewall will block all the DNS queries with “yahoo.com” string. So the Host
will be blocked to access all the URLs belong to “yahoo.com” domain. That means you can
protect your computer, your house, your office and anything else that uses DNS from being
able to service domains that you don’t want to load.

r fc:)ap ADSL Router

= [% s = - -
ElG orers Domain Blocking Configuration
_] LA ) )
CIWAN This page 15 used to configure the Blocked domain. Here you can add/delete
the blocked damain,
=dSemices
_] DHCP Settings Domain Blocking: @ Disable (O Enable
_1DNS
A Firawall Apply Change
_)IF/Pont Filtering
_] MAC Filtering Domain: [Add]

L] Port Forwarding

_JURL Blocking Domain Block Table:

) Bomain Blocking Select’  Domain
J Parental Control

DMz
_1IGMP Proxy
_]UPnP
RIP

1 Advance

Fields in this page:

Field Description

Domain Blocking Enable / Disable the Domain Blocking feature.

Domain The blocked domain. e.g. If the URL of Taiwan Yahoo web site is tw.yahoo.com,
the domain can be yahoo.com.

(c) ACORP 2008 Revision 2.0
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Function buttons in this page:
Apply Changes
Click to disable/enable the Domain Block capability
Add
Add domain into Domain Block table.
Delete Selected
Delete the selected domain from the Domain Block table. You can click the checkbox
at the Select column to select the Blocked domain.
Delete All
Delete all selected blocked domains.

3.3.4 IGMP Proxy Configuration

Multicasting is useful when the same data needs to be sent to more than one hosts. Using
multicasting as opposed to sending the same data to the individual hosts uses less network
bandwidth. The multicast feature also enables you to receive multicast video stream from
multicast servers.

IP hosts use Internet Group Management Protocol (IGMP) to report their multicast group
memberships to neighboring routers. Similarly, multicast routers use IGMP to discover
which of their hosts belong to multicast groups. This device supports IGMP proxy that
handles IGMP messages. When enabled, this device acts as a proxy for a LAN host
making requests to join and leave multicast groups, or a multicast router sending multicast
packets to multicast group on the WAN side.

When a host wishes to join a multicast group, it sends IGMP REPORT message to the
device’s IGMP downstream interface. The proxy sets up a multicast route for the interface
and host requesting the video content. It then forwards the Join to the upstream multicast
router. The multicast IP traffic will then be forwarded to the requesting host. On a leave, the
proxy removes the route and then forwards the leave to the upstream multicast router.

The IGMP Proxy page allows you to enable multicast on WAN and LAN interfaces. The
LAN interface is always served as downstream IGMP proxy, and you can configure one of
the available WAN interfaces as the upstream IGMP proxy.

(c) ACORP 2008 Revision 2.0
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B Upstream: The interface that IGMP requests from hosts are sent to the
multicast router.

B Downstream: The interface data from the multicast router are sent to hosts in
the multicast group database.

r 7\503.5? ADSL Router

= : = -
Pl COUlRDRE: IGMP Proxy Configuration
_J Status
JLan
CIWAN IGMP proxy enables the system to issus IGMP host messages on behalf of
= hosts that the system discovered through standard IGMP interfaces, Tha
‘ASemices systerm acts as a proxy for its hosts when vou enable it by doing the follows:
_] OHCP Settings . Enable IGMP prosy on WalN interface (upstream), which connects to a routar
CIDNS running IGMP,
= . Enable IGMP on LAaMN interface {downstream), which eonnects to its hosts.
—AFirewall
_11P/Port Filtering IGMP Proxy: pisable  Enable
L1 MAC Filtering

. Proxy Interface:
_1Part Forwarding

1 URL Blocking Cha: =
.1 Domain Blocking i
_] Parental Control
[ DMz
_]IGMP Proxy
LJUPeP

~LRP
 Advance

Fields in this page:

Field Description
IGMP Proxy Enable/disable IGMP proxy feature
Proxy Interface The upstream WAN interface is selected here.

Function buttons in this page:
Apply Changes

Click to save the setting to the configuration.
Undo

Discard your settings.

(c) ACORP 2008 Revision 2.0
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3.3.5 UPNP Configuration

The DSL device supports a control point for Universal Plug and Play (UPnP) version 1.0,
and supports two key features: NAT Traversal and Device ldentification. This feature
requires one active WAN interface. In addition, the host should support this feature. In the
presence of multiple WAN interfaces, select an interface on which the incoming traffic is
present.

With NAT Traversal, when an UPnP command is received to open ports in NAT, the
application translates the request into system commands to open the ports in NAT and the
firewall. The interface to open the ports on is given to UPnP when it starts up and is part of
the configuration of the application.

For Device Identification, the application will send a description of the DSL device as a
control point back to the host making the request.

r 7\6(:'_');(,‘.) ADSL Router

___.__j - -
ElE s UPnP Configuration
—] LA 31 d fi J ki : d ki
SIWAN This page is used to configura UPAP. The systam acks as a daemon when you
enable it anfégeler:t WaAN interface (uptream) that will use UPnP.
ASemices
—..I DHCP Settings uPRP: Disable Enable
| DNS WAN Interface:
AF irewall
) IPPon Filterng [ Apsly Changes J
_] MAC Fittering e — —_

_] Port Forwarding
_JURL Blocking
_] Domain Blocking
_'I Parental Control
[ DMz
JIGMP Proxy
_1UPnFA
IR

.Jmnce

Fields in this page:

Field Description
UPnP Daemon Enable/disable UPnP feature.
WAN Interface Select WAN interface that will use UPnP from the drop-down lists.

Function buttons in this page:
Apply Changes
Click to save the setting to the system configuration.
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3.3.6 RIP Configuration

RIP is an Internet protocol you can set up to share routing table information with other
routing devices on your LAN, at your ISP’s location, or on remote networks connected to
your network via the ADSL line.

Most small home or office networks do not need to use RIP; they have only one router,
such as the ADSL Router, and one path to an ISP. In these cases, there is no need to
share routes, because all Internet data from the network is sent to the same ISP gateway.

You may want to configure RIP if any of the following circumstances apply to your network:

Your home network setup includes an additional router or RIP-enabled PC
(other than the ADSL Router). The ADSL Router and the router will need to
communicate via RIP to share their routing tables.

Your network connects via the ADSL line to a remote network, such as a
corporate network. In order for your LAN to learn the routes used within your
corporate network, they should both be configured with RIP.

Your ISP requests that you run RIP for communication with devices on their
network..

r fc:)aﬁ ADSL Router

=t Slte contents

FlSaus RIP Configuration
_Lan .
CIWAN Enable the RIP if you are using this device as & RIP-enabled router to
communicate with others using the Routing Information Protocal, This page is
'_iﬁjmces used to selact the interfaces on your deviceis that use RIP, and the version of
DHCP Settings the protocol used.
_1DNS
ESE vl RIP: {# Disable () Enable
) IPPon Filterng
_IMAC Filtering Howly Changes
__] Port Forwarding
_JURL Blacking Interface: bl
] Domain Blocking Receive Mode: Mot
ﬂ Parental Control send Mode: [T R |,a-,;i.;{
DMz
j]:f;:’; Proxy RIP Config Table:
_1RIF
ClAdvance
I Diagnostic
1 Admin
Ul Statistics

Fields on the first setting block:

Field Description
RIP Enable/disable RIP feature.
(c) ACORP 2008 Revision 2.0
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Function buttons for the second setting block in this page:
Apply Changes
Click to save the setting of this setting block to the system configuration

Fields on the second setting block:

Field Description
Interface The name of the interface on which you want to enable RIP.
Receive Mode Indicate the RIP version in which information must be passed to the DSL device in

order for it to be accepted into its routing table.

Send Mode Indicate the RIP version this interface will use when it sends its route information to

other devices.

Function buttons for the second setting block in this page:
Add
Add a RIP entry and the new RIP entry will be display in the table
Delete Selected Entry
Delete a selected RIP entry. The RIP entry can be selected on the Select column of the
RIP Config Table.
Delete All
Delete all selected RIP entry.
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3.4 Advance Configuration
3.4.1 Bridging

You can enable/disable Spanning Tree Protocol and set MAC address aging time in this
page.

r 7?0’_‘).‘-1,'.)' ADSL Router

[=Site contents Bridge Configuration

__'I Status
_JLAn
CIwian This page 15 used to configure the bridge parameters. Here you can change
CSaiites the sethtings or view some infermation on the bridge and its attached ports.
‘A Advance
_] ARP table Ageing Time: ELY (seconis)
ﬂgz:g::‘; l 802.1d Spanning Tree: ®Dissbled O Enabled
_]SNMP
_]IP QoS
_] Remote Access
,_] Cithers
I Diagnostic
1 admin
I S1atistics

| ApplyChanges | [Undo| | ShowMACs

Fields in this page:

Field Description

Ageing Time Set the Ethernet address ageing time, in seconds. After [Ageing Time] seconds of
not having seen a frame coming from a certain address, the bridge will time out

(delete) that address from Forwarding DataBase (fdb).

802.1d Spanning Tree |Enable/disable the spanning tree protocol

Function buttons in this page:

Apply Changes
Save this bridge configuration. New configuration will take effect after saving into flash
memory and rebooting the system. See section “Admin” for details.

Show MACs
List MAC address in forwarding table.

c) ACORP 2008 Revision 2.0
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3.4.2 Routing

The Routing page enables you to define specific route for your Internet and network data.
Most users do not need to define routes. On a typical small home or office LAN, the existing
routes that set up the default gateways for your LAN hosts and for the DSL device provide
the most appropriate path for all your Internet traffic.

- On your LAN hosts, a default gateway directs all Internet traffic to the LAN port(s) on the DSL
device. Your LAN hosts know their default gateway either because you assigned it to them
when you modified your TCP/IP properties, or because you configured them to receive the
information dynamically from a server whenever they access the Internet.

- On the DSL device itself, a default gateway is defined to direct all outbound Internet traffic to
a route at your ISP. The default gateway is assigned either automatically by your ISP
whenever the device negotiates an Internet access, or manually by user to setup through the
configuration.

You may need to define routes if your home setup includes two or more networks or
subnets, if you connect to two or more ISP services, or if you connect to a remote corporate

r }Jc:)ap ADSL Router

=, o - . )
T Routing Configuration
J LAN
—IWAN This page 15 used to configure the routing information. Here you can
C1Senices add/delete IP routes.
AAdvance
_] ARP table Enable: =
- ki Destination:
_IRouting
_)smp Subnet Mask:
_1IP GoS
_J Remole Access mext Hop:
"'J Others Metric:
U1 Diagnostic
) Admin Interface: oy v
C1Siatistics L
[AddRowe | [Uplwe| [ Deeesdeel | [ ShowFoms |

Static Roube Table:

Fields in this page:

Field Description
Enable Check to enable the selected route or route to be added.
(c) ACORP 2008 Revision 2.0
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Destination The network IP address of the subnet. The destination can be specified as the IP
address of a subnet or a specific host in the subnet. It can also be specified as all
zeros to indicate that this route should be used for all destinations for which no

other route is defined (this is the route that creates the default gateway).

Subnet Mask The network mask of the destination subnet. The default gateway uses a mask of
0.0.0.0.
Next Hop The IP address of the next hop through which traffic will flow towards the

destination subnet.

Metric Defines the number of hops between network nodes that data packets travel. The
default value is 0, which means that the subnet is directly one hop away on the

local LAN network.

Interface The WAN interface to which a static routing subnet is to be applied.

Function buttons in this page:
Add Route
Add a user-defined destination route.
Update
Update the selected destination route on the Static Route Table.
Delete Selected
Delete a selected destination route on the Static Route Table.
Show Routes
Click this button to view the DSL device’s routing table. The IP Route Table displays,
as shown in Figure.

W hemp 0101 160,010 - IF Eauie Table - Mirrzazd) Intzmacl Bxplace

IP Route Table

Thi= kabks shows a =t of destinstion routes commonky acce=sed by your
network

192, 168,10 255, 255, 2550 * 1] b
1270000 255 FEE,ESE0 L] o I
Pk I:hut

3.4.3 SNMP Configuration

Simple Network Management Protocol (SNMP) is a troubleshooting and management
protocol that uses the UDP protocol on port 161 to communicate between clients and

(c) ACORP 2008 Revision 2.0
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servers. The DSL device can be managed locally or remotely by SNMP protocol.

V' Aoome

k=2 Site contents
__'I Status
_JLaN
IWAN
C1Semvices
AAdvance
_] ARP table
:J Brridiing
__] Routing
_)BNMP
LIP QoS
_ ] Remote Access
] Others
_"IIIIiagnas!ic
L1 Admin
Cl1Statistics

Fields in this page:

ADSL Router
SNMP Protocol Configuration

This page 15 used to canfigure the SNMP protacaol. Here you may change the
satting for system description, trap ip address, community name, ete..

SNMP: O isable & Enable
Syste n%astripti on System Descrption
System Contact Sysiem Combct

System MName ADEL Modem/Fouses
System Location Syztern Liocation

System Object 1D 13614118972

Trap 1P Address 192.168.1.254

e e

Community name ——

(write-anly )

(Cdmizchonse ] (Rea]

Field

Description

System Description

System description of the DSL device.

System Contact

Contact person and/or contact information for the DSL device.

System Name

An administratively assigned name for the DSL device.

System Location

The physical location of the DSL device.

System Object ID

Vendor object identifier. The vendor’s authoritative identification of the network

management subsystem contained in the entity.

Trap IP Address

Destination IP address of the SNMP trap.

Community name

(read-only)

Name of the read-only community. This read-only community allows read

operation to all objects in the MIB.

Community name

(write-only)

Name of the write-only community. This write-only community allows write

operation to the objects defines as read-writable in the MIB.

Function buttons in this page:

Apply Changes

Save SNMP configuration. New configuration will take effect after saving into flash

memory and rebooting the system. See section “Admin” for details.
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3.4.4 IP QoS

The DSL device provides a control mechanism that can provide different priority to different
users or data flows. The QoS is enforced by the QoS rules in the QoS table. A QoS rule
contains two configuration blocks: Traffic Classification and Action. The Traffic
Classification enables you to classify packets on the basis of various fields in the packet
and perhaps the physical ingress port. The Action enables you to assign the strictly priority
level for and mark some fields in the packet that matches the Traffic Classification rule. You
can configure any or all field as needed in these two QoS blocks for a QoS rule.

== ADSL Router
='Site contents:
[ Status IP QOS
_lLan _
CIWaN Entnes in this table are used to assign the precedence for each ncoming
s packet based on physical LAN port, TCRAUJDP port numbier, and
= ey source/destination IP address/subnet masks.
= Auhrance
] ARF tahle .
ﬂEndgmu 1P Qos: # Disabled ) Enabled
_] Routing Default QoS:
L) SNMP 7 T, T
_JIF GoS
_] Remote Access
[} Othars Specify Traffic Classification Rules
' Deagnaostic
j’;ﬂm'n Src 1P Metmask: Port:
tatislics
D5t 1P Mietmak: Port:
Protocol;
Physical Port:
Assign Priority andfor IP Precedence and for Type of Service and for DSCP
Oiithound Priority: a2, 1p:
Precedence: TOS:
IF QoS Rules:
seloct S5 vy 0stiP. 22 protocol S2% priorty %, 7% o8
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Fields on the first setting block of this page:

Field Description

IP QoS Enable/disable the IP QoS function.

Src IP The IP address of the traffic source.

(Src) Netmask The source IP netmask. This field is required if the source IP has been entered.

(Src) Port The source port of the selected protocol. You cannot configure this field without
entering the protocol first.

Dst IP The IP address of the traffic destination.

(Dst) Netmask The destination IP netmask. This field is required if the destination IP has been
entered.

(Dst) Port The destination port of the selected protocol. You cannot configure this field without
entering the protocol first.

Protocol The selections are TCP, UDP, ICMP and the blank for none. This field is required if

the source port or destination port has been entered.

Physical Port

The incoming ports. The selections include LAN ports, wireless port, and the blank

for not applicable.

Fields on the second setting block of this page:

Field

Description

Outbound Priority

The priority level for the traffic that matches this classification rule. The possible

selections are (in the descending priority): p0, p1, p2, p3.

Precedence

Select this field to mark the IP precedence bits in the packet that match this

classification rule.

TOS (IP Type of

Service)

Select this field to mark the IP TOS bits in the packet that match this classification

rule.

802.1p

Select this field to mark the 3-bit user-priority field in the 802.1p header of the packet
that match this classification rule. Note that this 802.1p marking is workable on a
given PVC channel only if the VLAN tag is enabled in this PVC channel.
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3.4.5 Remote Access

The Remote Access function can secure remote host access to your DSL device from LAN

r fc:)ap ADSL Router

—.
filp e Remote Access
CILaN
CIWAN This page is usad to enable/disable management services for the LAN and
= WAN,
1Semces
HAAdvance
] ARP table
J Brridging Service Name LAN WAN WAN Port
_] Routing TELNET = 0 23
_1snmP
_1IP GoS FTP = O il
_1Remate Access .
7 Ottiors [}; TFTP B ]
1 Diagnosiic HTTP [+] | 0
L1 admin _
(1 Statistics SHNMP 1 O
PING |l
Apply Changes
Fields in this page:
Field Description
LAN Check/un-check the services on the LAN column to allow/un-allow the services
access from LAN side; and “WAN”:
WAN Check/un-check the services on the WAN column to allow/un-allow the services
access from WAN side.
WAN Port This field allows the user to specify the port of the corresponding service. Take the

HTTP service for example; when it is changed to 8080, the HTTP server address for
the WAN side is http://dsl_addr:8080, where the dsl_addr is the WAN side IP
address of the DSL device.

(c) ACORP 2008 Revision 2.0
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3.5 Diagnostic

The DSL device supports some useful diagnostic tools.

3.5.1 Ping

Once you have your DSL device configured, it is a good idea to make sure you can ping the
network. A ping command sends a message to the host you specify. If the host receives the
message, it sends messages in reply. To use it, you must know the IP address of the host
you are trying to communicate with and enter the IP address in the Host Address field. Click
Go! To start the ping command, the ping result will then be shown in this page.

r fCDRP ADSL Router

i::'SIte contents Ping Diagnostic

Scla!us
,_] LAN
CIWwian This page 15 used to send ICMP ECHO_REQUEST packets to natwaork host,
ClSanices The diagnostic rasult will then be displayed.
") Advance %
—dDiagnosiic Host Address :
J Ping
U] ATM Loophack [Gol
1 ADsSL —]
! _] Diagnostic Test
__I.ﬁ-fdrnlrt
1 Statistics

Fields in this page:

Field Description
Host Address The IP address you want to ping.
(c) ACORP 2008 Revision 2.0
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3.5.2 ATM Loopback

In order to isolate the ATM interface problems, you can use ATM OAM loopback cells to
verify connectivity between VP/VC endpoints, as well as segment endpoints within the
VP/VC. ATM uses F4 and F5 cell flows as follows:

- F4: used in VPs

- F5: used in VCs
An ATM connection consists of a group of points. This OAM implementation provides
management for the following points:

- Connection endpoint: the end of a VP/VC connection where the ATM cell are terminated

- Segment endpoint: the end of a connection segment
This page allows you to use ATM ping, which generates F5 segment and end-to-end
loop-back cells to test the reachability of a segment endpoint or a connection endpoint.

r fCDRP' ADSL Router

et i
ey OAM Fault Management - Connectivity
Juan Verification
CIWAN
—.IE'E""EH Connechvity verification is supported by the use of the CAM loopback
—J Advance capability for both VP and VC connections. This page is usad to perform the
‘ADiagnostic WVCC loopback function to check the connectivity of the WCC,
_] Ping
_]&TM Loopback ; &
J ADSL Select PVC: x:, 5/3a5
L] Disgnostic Test Flowi Type: ®Fs segment  (FS End-to-End
_JAdmin Loopback Location 1D: FFFFFFFFFFFEFFFFFEFEFEFFEETFREEE
I Statistics
[Gol
Fields in this page:
Field Description
Select PVC Select the PVC channel you want to do the loop-back diagnostic.
Flow Type The ATM OAM flow type. The selection can be F5 Segment or F5 End-to-End.

Loopback Location ID |The loop-back location ID field of the loop-back cell. The default value is all 1s

(ones) to indicate the endpoint of the segment or connection.
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ADSL diagnostic result. Click Start button to start the ADSL

FAcome

ADSIL Router

e b Diagnostics -- ADSL <
L tatus
Ads| Tone Diagnostics.,
Start
) Downstream Upstream
L] Ping Hiin Scale 10775 o
D AT Loopback Loop attenuation{dl) 0.0 0.0
: % g::;irlw_nstic e [}5 signal Attenuation(de) 0.0 0.0
e ) SHRE Margini(dB) 0.0 0.0
: !ﬂAdn‘!m_ Attainable Ratelkbps) o o
i Output Power(dBm) 0.0 0.0
NZSn”bee_r H Real H.Image SHR QLM Hlog
a 0.000 0.aoo -32.0 -23.0 -72.3
Al 0.000 0.00o -32.0 -23.0 -96.3
2 0.000 0.000 -32.0 -23.0 -96.3
i 0.000 0.000 -32.0 -23.0 -96.3
4 0.000 0.0oo -32.0 -23.0 -96.3
5 0.000 0.00o -32.0 -23.0 -93.7
] 0.000 0.00o -32.0 -23.0 -84.3
7, 0.000 0.oo00 -32.0 -23.0 -91.8
a 0.000 0.0oo -32.0 -23.0 -94.8
=] 0.000 0.ooo -32.0 -23.0 -88.1
10 0.000 0.000 -32.0 -23.0 -a87.0
11 0.000 o.a0o -3z2.0 -23.0 -85.1 T
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3.5.4 Diagnostic Test

The Diagnostic Test page shows the test results for the connectivity of the physical layer

and protocol layer for both LAN and WAN sides.

I Aeome

ADSIL Router

- Bjte contents: Diagnostic Test
AN The D5L Router is capable of testing your DSL connection. The individual
| S e testg are listed below. If a test displays a fail status, click "Run Diagnostic
Test" button again to make sure the fail status is consistent,
----g!—\dvance
-2 Diagnostic
----- | ging Select the Internet Connection:
[ ATM Loopback
~[JapsL [ RunDiagnosticTest |
[ Diagnostic Test
L Adrmin s
2 Statitis
Test Ethernet LAN Connection PASS
Test ADSL Synchronization PASS
Test ATM OAM F5 Segment Loopback PASS
Test ATM OAM F5 End-to-end Loopback PASS
Test ATM OAM F4 Segment Loopback FAIL
Test ATM OAM F4 End-to-end Loopback FAIL
Test PPP Server Connection PASS
Test Authentication with ISP PASS
Test the assigned IP Address PASS B
Ping Primary Domain Name Server PASS z

Fields in this page:

Field Description
Select the Internet The available WAN side interfaces are listed. You have to select one for the WAN
Connection side diagnostic.
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3.6 Admin
3.6.1 Commit/Reboot

Whenever you use the Web configuration to change system settings, the changes are
initially placed in temporary storage. These changes will be lost if the device is reset or turn
off. To save your change for future use, you can use the commit function.

r fc:)ap ADSL Router

[Fate ks Commit/Reboot

Status
_JLan
AN This page is used to cammit changes to systam memory and reboot your
C1Semces systam.
1 Advance
;IDiagnnsilc
A Adrmin
U] Commit/Heboot
:I Backup/Restore ai
_1System Log
__'] Passwornd
_J Upgrade Finmware
_]ACL Config
] Time Zona
ClStatistics

[ Comnmit and Reboot

Function buttons in this page:

Commit and Reboot
Whenever you use the web console to change system settings, the changes are
initially placed in temporary storage. To save your changes for future use, you can use
the Commit/Reboot function. This function saves your changes from RAM to flash
memory and reboot the system.

IMPORTANT! Do not turn off your modem or press the Reset button while this procedure is
in progress.

3.6.2 Backup/Restore

This page allows you to backup and restore your configuration into and from file in your
host.
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r fc:)ap ADSL Router

ot ; -
e o, Backup/Restore Settings
Jan
CIWAN This page allows you to backup curment settings to a file or restore the
Clse settings from the file which was saved previously. Besides, vou could reset
= T the current configuration to factory default,
JAdvance
1 Diagnostic
' Admin Save Settings to File:
] Commit/Reboot ;
ﬂﬁiﬁyﬁ_wﬁ [% Load Settings from File: m
OIsystemlog Teot
[ Password Reset Settings to Default;
_'] Uipgrade Fimware
_JACL Config
\ J Tirme Zone
1 Statistics

3.6.3 System Log

This page shows the system log.

r fc:)ap ADSL Router

é% te contents: System Log

| Stalus
_JLan
CIWAN System Lag JDisable (& Enable
_1Senices
) Advance
I Diagnostic
S Admin
_] Commit/Reboot
_] Backup/Restare
_]System Log
_] Password B&
" 1Upgrade Firmware
_JACL Config
-J Time Zons
C1Siatistics

(c) ACORP 2008 Revision 2.0
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3.6.4 Password

The first time you log into the system, you use the default password. There are two-level
logins: admin and user. The admin and user password configuration allows you to change
the password for administrator and user.

r 7{’03;{;) ADSL Router

s
e Password Setup
BV
CIwam This page is usad to set the account to access the web sarver of ADSL
(Sarvices Router, Empty user name and password will disable the protection.
_Advance
] Diagnostic User Mame: Admin v
—d Admin
.,J tumm mehoul Dld pﬂsswﬂrd'.
_] Backup/Restore
0 $_.I"?‘.1_H".". Log Mew Password:
ﬂﬁaf’s:“";]: a[F\‘s canfirmed Password:
| Upgrade Fimme:
_]ACL Config
) Time Zone [ ApplyChanges | [ Resmt |
(1 Statistics

Fields in this page:

Field Description

User Name Selection of user levels are: admin and user.
Old Password Enter the old password for this selected login.
New Password Enter the new password here.

Confirmed Password  |Enter the new password here again to confirm.

3.6.5 Upgrade Firmware

To upgrade the firmware for the DSL device:
- Click the Browse button to select the firmware file.
- Confirm your selection.

- Click the Upload button to start upgrading.

IMPORTANT! Do not turn off your DSL device or press the Reset button while this procedure is in progress.

(c) ACORP 2008 Revision 2.0
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V' Aoome

= Site contents:

=__-'] Status

LJean

l1Semices

1 Advance

ClDiagnostic

‘4 Admin
_) Commit/Reboot
_) Backup/Restore
_15ystem Log

Password

) Unarade Firmware

) Tirme Zona
CStatistics

3.6.6 ACL

The Access Control List
specifies who is allowed

ADSL Router
Upgrade Firmware

This page allows you upgrade the ADSL Router firmwara to naw varsion.
Please note, do not power off the device during the upload because it may
crash the systam,

Select File: [ )

_ACL Config [~

(ACL) is a list of permissions attached to the DSL device. The list
to access this device. If ACL is enabled, all hosts cannot access

this device except for the hosts with IP address in the ACL table.

V' Aeore

ADSL Router

=i . = H
PRI comelts: ACL Configuration

_ILan . . . .
CIWAN This page 15 used to configure the IP Addrass for Access Control List, IFACL is
= anabled, just these IP addrass that in the ACL Table can aceess CPE. Here vou
ISenices can add/delete 1P Address.
N Advance
1 Diagnostic ACL Capability: @ Disable (O Enable
' Admin

_J Commit/Reboot

_] Backup/Restore

[ 15ystem Lag

I Password Enable:

_J Upgrade flmmara Interface: LAN »

ﬂ BCL Config 1P Address:

] Time Zona
() Statiatics Subnet Mashk:

ACL Table:
Select T stake’ [ interface’ | [FAddress
(c) ACORP 2008 Revision 2.0
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Field

Description

ACL Capability

Enable/disable the ACL function

Enable Check to enable this ACL entry
Interface Select the interface domain: LAN or WAN
IP Address Enter the IP address that allow access to this device.

Subnet Mask

Enter the subnet mask of the |P address

3.6.7 Time Zone

Simple Network Timing Protocol (SNTP) is a protocol used to synchronize the system time
to the public SNTP servers. The DSL device supports SNTP client functionality in
compliance with IETF RFC2030. SNTP client functioning in daemon mode which issues
sending client requests to the configured SNTP server addresses periodically can configure
the system clock in the DSL device

V' Aeome

k=/Site contents
__'I Status
_JLan
CIwaN
C1Senices
_lAdvance
JD{'&QMSHC
—d Adrmin
U] CommitRaboot
_] Backup/Restore
_15ystem Log
1 Password
_ Uparade Firmware
_1ACL Config

J Time Zona tﬁ-

CIStatistics

Fields in this page:

ADSL Router

Time Zone Setting

You can maintain the system time by synchronizing with a public ime server

ovear the Internet,

Current Time:

Time Zone:

Enable SNTP:
SNTP server:

Eraly

Year 190  Month |1 Day |

Hour 1 Min Seg 4l

(GMT+E L0 Beigng, Chongrmng, Hong Bomg, Unime w
|

®

O (Manual [P Setting)

Field

Description

Current Time

The current time of the specified time zone. You can set the current time by

yourself or configured by SNTP.
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Time Zone The time zone in which the DSL device resides.
Enable SNTP Enable the SNTP client to update the system clock.
SNTP server The IP address or the host name of the SNTP server. You can select from the list

or set it manually.

3.7 Statistics

The DSL device shows the different layer of network statistics information.
3.7.1 Interfaces
You can view statistics on the processing of IP packets on the networking interfaces. You

will not typically need to view this data, but you may find it helpful when working with your
ISP to diagnose network and Internet data transmission problems.

r fcgap' ADSL Router

=5 - =

e Statistics -- Interfaces

CJLan

CIWAN This page shows the packet statistics for transmission and reception

» regarding to network interfaca.

) Semces

_J Advance

C1Diagnostic

I1Admin Interface | ‘Repkt | [Reem Redrop | Tkt [Twlerr THdrop

SIStatistics i 0= 150 948 o o
_Jlnterfaces 5_35 0 0 0 0 49 o
_JADSL L}s

To display updated statistics showing any new data since you opened this page, click
Refresh.
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3.7.2 ADSL

This page shows the ADSL line statistic information.

r fc)ap"’ ADSL Router

%_%tgtgﬁgte”ts- Statistics -- ADSL Line

AN

~{1Senices Mode G.dmt

- Advance Latency Interleave

-] Diagnostic Trellis Coding Enable

1 Adrmin Status SHOWTIME,

42 Statistics Power Level L0

----- Dlnterraces %
[ apsL Downstream Upstream

SHRE Margin (de) 19.2 19.0
Attenuation (dB) 5.5 5.0
Output Power (dBm) 115 12.0
Attainable Rate (Kbps) 11088 1136
Rate (Kbps) 7616 6540
K (number of bytes in DMT frame) 239 21
R (nhumber of check bytes in RS code waord) 16 16
S (RS code word size in DMT frame) 1.00 2.00
D (interleaver depth) 64 =}
Delay (msec) 16.00 16.00
FEC u] u]
CRC u] u]
Total ES u} ]
Total SES u] u]
Total UAS u] u]

4 Channel Mode Configuration

ADSL router supports multiple channel operation modes. This section will show procedures
to configure the router.

4.1 Bridge Mode

ADSL modem/router is bridge mode enabled by factory default. There is a 1483-bridged
mode PVC 5/35 in system.

(c) ACORP 2008 Revision 2.0
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= Site contents:
1 Status
LILan
AWAN
_] Channel Confid
|1 ATM Sattings
_ L1ADSL Settings
I Serces
“JAdvance
IDiagnostic
_ 1 Admin
CIStatistics

ADSL Router
WAN Configuration

This page is used to configure the paramebers for the channel operabion
modas of your ADSL Modemn/Routar,

Channel Mode: | 1457 Badgsd - Admin Status: & Enable O Disable
VPL; o Enable NAPT:
YCI: 0

Encapsulation: &L Ovo-Mux

PPP Settings: User Name:
Password:
Type:
Idle Time {Fmin):

WAN 1P Settings: Type: Fixed [P DHCP
Local IP address:
Femote 1P Address:
Subnet Mask:

Unnumbered
Default Route: Disabla Enable

[ ()

e L LT

1. Open the WEB page at “WAN /Channel Config”.

2. Select the Channel Mode to “1483 Bridged”. Set the parameters VPI/VCI and
Encapsulation mode according to the CO DSLAM'’s setting.

3. Click “Add” button to add this channel into VC table.

4. Open the WEB page at “Admin/ Commit/Reboot”. Press “Commit” to save the
settings into flash memory.

5. The new settings will take effect after reboot the system.
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I Aeome

= Site contents:

-1 Services
- Advance
-1 Diagnostic
1 Adrmin
-1 Statistics

ADSL Router
WAN Configuration

This page is used to configure the parameters for the channel operation

modes of your ADSL Modem/Router,

Channel Mode; |14833MER  +
YPI: 0]

vCI: ]

Enable NAPT:

Encapsulation: ®LLc  OwC-Mux

PPP Settings:

WAMN IP Settings:

User Name:
Password:
Type:

Idle Time {(min):

Type:
Local IP address:

Remote IP Address:

@ Fived 1P O DHCP
61.222.76.113

6122276113

Subnet Mask:
Unnumbered

Default Route:

——h ATEA IR Tl

1. Open the WEB page at “WAN /Channel Config”.

O Disable ® Enable

admin Status: & Enable O Disable

2. Select the Channel Mode to “1483 MER”. Set the parameters VPI/VCI and

Encapsulation mode according to the CO DSLAM'’s setting.

3. Set “Local IP Address:” according to the IP that ISP assigned for your router. Set

‘Remote IP Address” to the ISP’s gateway.
4. Click “Add” button to add this channel into VC table.

5. Open the WEB page at “Admin/ Commit/Reboot”. Press “Commit” to save the

settings into flash memory.
6. The new settings will take effect after reboot the system.
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ADSL Router
WAN Configuration

I Acome

= Site contents:

----- D Status

..... D LAN
“[1] Channel Canfig
] ATM Settings
[ ADSL Settings

modes of your ADSL Modem/Router,

Channel Mode: |FFFE v
-1 Semwices
-1 Advance VPI: 0
{1 Diagnostic
VCI: o
-1 Adrnin
A Statistics Encapsulation: ®Llc Owc-Muw

PPP Settings: User Mame:
Password:
Type:

Idle Time {min):

WAMN IP Settings: Type:
Local IP Address:

Subnet Mask:
Unnumbered

Default Route:

e mTea ol T

1. Open the WEB page at “WAN /Channel Config”.

Remote IP Address:

This page is used to configure the parameters for the channel operation

Admin Status; @& Enable O Disable
Enable NAPT:

fest
LTTY]

Continuons

Fixed IP DHCF

O Disahble & Enable

2. Select the Channel Mode to “PPPoE”. Set the parameters VPI/VCI and
Encapsulation mode according to the CO DSLAM'’s setting.

3. Enter User Name/password from your ISP.
4. Click “Add” button to add this channel.

5. Enable DHCP server to allow the local PCs share the PPP connection. Reference

to section 3.3.1.1 DHCP Server Configuration.

6. Set DNS address from your ISP. Reference to section 3.3.2 DNS Configuration.
7. Open the WEB page at “Admin/ Commit/Reboot”. Press “Commit” to save the

settings into flash memory.

8. The new settings will take effect after reboot the system.
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ADSL Router
WAN Configuration

V' Aoore

= Site contents:
''''' D Status

VAN
D Channel Config
[ ATM Settings
(1] ADBL Settings

modes of your ADSL Modem/Router.

Channel Mode: |FFPo& v
-] Senices
-] Advance VPL: o
L Diagnustic VCI: 0
-~ Admin
e Encapsulation: & LLC  Owe-Mux
PPP Settings: User Name:
Password:
Type:

Idle Time (min):

WAN IP Settings: Type:

Local IP Address:

Subnet Mask:
Unnumbered

Default Route:

e—x ATea Lo

1. Open the WEB page at “WAN /Channel Config”.

Remote IP Address:

This page is used to configure the parameters for the channel operation

Enable NAPT: [J

Continuons

Fixed IP DHCP

(O Disahle ® Enable

Admin Status: @& Enable O Disable

2. Select the Channel Mode to “PPPoA”. Set the parameters VPI/VCI and
Encapsulation mode according to the CO DSLAM'’s setting.

3. Enter User Name/password from your ISP.
4. Click “Add” button to add this channel.

5. Enable DHCP server to allow the local PCs share the PPP connection. Reference

to section 3.3.1.1 DHCP Server Configuration.

6. Set DNS address from your ISP. Reference to section 3.3.2 DNS Configuration.
7. Open the WEB page at “Admin/ Commit/Reboot”. Press “Commit” to save the

settings into flash memory.

8. The new settings will take effect after reboot the system.
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4.5 1483 Routed Mode

r 76’033?‘"‘

= Site contents:

D Status
D Channel Caonfig
-1 ATM Settings
] ADSL Settings

-~ 1Serices

<1 Advance

-1 Diagnostic

-1 Admin

(1 Statistics

ADSL Router
WAN Configuration

This page is used to configure the parameters for the channel operation
modes of your ADSL Modem/Fouter,

Channel Mode: |1483 Routed Admin Status: & Enahble O Disable

VPI: 0 Enable NAPT: []
vCI: 0

Encapsulation: @& LLC  OwC-Mux

PPP Settings: User Name:
Password:
Type:
Idle Time (min):
WAN IP Settings: Type: Fized IP DHCP
Local IP Address: 6122276113
Remote IP Address: 6122276113
Subnet Mask:
Unnumbered F
Default Route: O Disable ®Enable

1. Open the WEB page at “WAN /Channel Config”.

2. Select the Channel Mode to “1483 Routed”. Set the parameters VPI/VCI and
Encapsulation mode according to the CO DSLAM'’s setting.

3. In WAN IP settings, give the local and remote IP address from your ISP or use
DHCP to get them automatically if your ISP support it. Local IP is the address of
ADSL router. Remote IP is the ISP’s gateway address.

4. Click “Add” button to add this channel.

5. Open the WEB page at “Admin/ Commit/Reboot”. Press “Commit” to save the
settings into flash memory.

6. The new settings will take effect after reboot the system.

(c) ACORP 2008 Revision 2.0

Page 55 of 58



ADSL Router
User’s Manual

Appendices
Appendix : Protocol Stacks

A.1 1483 Bridged Model

PC ATU-R DSLAM BRAS

1483 Bridged Channel Mode Scenario

A.2 1483 MER Model

PC ATU-R DSLAM BRAS

1483 MER Channel Mode Scenario
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A.3 PPPoE Model

PC ATU-R DSLAM BRAS

PPPoE Channel Mode Scenario

A.4 PPPoA Model

PC ATU-R DSLAM BEAS

PPPoA Channel Mode Scenario
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A.5 1483 Routed Model

PC ATUO-R DRL AM BRAS

1483 Routed Channel Mode Scenerio
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